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Authorization to Operate Extension Letter

Gm I U.S. General Services Administration

MEMORANDUM FOR RECORD

FROM: Ann Lewis
Director, Technology Transformation Services (TTS)
Deputy Commissioner, Federal Acquisition Service
Authorizing Official

THRU: Bo Berlas Ashley Mahan
Chief Information Security Officer Director cloud.gov
General Services Administration Technology Transformation Services

System Owner

Ryan Palmer Sue Frederick
Information System Security Manager Information System Security Officer
General Services Administration General Services Administration
SUBJECT: Authority to Operate (ATO) Extension for Federalist
CONDITION(S): With Conditions
SYSTEM TYPE: Federal System
DATE: December 30, 2022

EXTENSION THRU DATE:  September 30, 2023

CURRENT ATO

EXPIRATION DATE: December 31, 2022
LAST FULL

ASSESSMENT DATE: July 3, 2018

LAST cloud.gov Pages
FULL ASSESSMENT DATE: October 19, 2022

This is an extension of the Lightweight Security Authorization ATO for Federalist. The extension
is necessary due to the Federalist system consolidating into Cloud.gov Pages for its ATO, and to
allow a migration of existing websites in the Federalist boundary to new ATOs based on the
cloud.gov Pages Customer Responsibility Matrix (CRM).

RATIONALE FOR EXTENSION:

cloud.gov Pages was approved via the FedRAMP Significant Change Request (SCR) process on
June 30, 2022 and a revised CRM was made available on November 16, 2022 as required by the
previous ATO condition.
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The existing Federalist platform is technically encompassed in the cloud.gov Pages boundary
and shares the same data back end. All components are managed, patched and updated in
accordance with the cloud.gov SSP according to FedRAMP requirements.

The underlying hosting service, cloud.gov Pages, is authorized under the existing cloud.gov ATO
as a FedRAMP Moderate Cloud Service Offering (CSO)

Federalist sites only differ in configuration, utilizing GitHub Auth vs cloud.gov UAA for
authentication. All existing Federalist sites are in the process of migrating from legacy Federalist
authentication to cloud.gov UAA, and will complete this migration by March 31, 2023.

This extension request is for the existing sites covered under the Federalist ATO operating on
cloud.gov Pages. The ATO conditions below require a migration of sites from the existing ATO
boundary, to new ATOs authorized by their respective agencies. The conditions below do not
allow for any new agreements under the Federalist ATO after April 1, 2023. GSA must develop
and authorize its implementation of cloud.gov Pages to allow GSA to launch sites after April 1,
2023.

The current ATO expiration for the Federalist information system is December 31, 2022.

CURRENT OVERALL SYSTEM STATE: The system continues to operate with modest changes
since its prior assessment.

Federalist POA&M Status: Total Open POA&Ms - 1, Delayed High/Critical POA&Ms - 0
Federalist Sites POA&M Status: Total Open POA&Ms - 3, Delayed High/Critical POA&Ms - 0
COMPLETED EXISTING ATO CONDITIONS:

1. Complete the FedRAMP Significant Change Request (SCR) process to include
Federalist/Pages as a component in the overall Moderate cloud.gov P-ATO, complete all
supporting reviews and documentation (Pen Test, code review, review of all
documentation and controls that are changing in the SSP and related compliance
documentation, such as Incident Response and Contingency Plan).

2. This is the final ATO extension. Federalist system must complete the SCR process per
condition 1, or complete the GSA Full Low ATO process outlined in GSA 06-30, including
all documentation and assessment prior to ATO expiration.

| am requesting an extension to the security authorization of the Federalist information system
until September 30, 2023.
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REQUEST AUTHORIZATION:

DocuSigned by:

o Ml Malan

~—1920D0893BCB400...

System Owner

DocuSigned by: DocuSigned by:
X ﬁ?ow\, Palmur X Sue Frederick
OG4UA7 TBESFBAZA... 2DCF4625DC4E48A...
Information System Security Manager Information System Security Officer

Based on the request and information provided, | am issuing an extension to the authorization
to operate (ATO) for the Federalist information system. This authorization is valid until
September 30, 2023 or the conditions below have been satisfied and a new ATO letter issued.

This extension includes the following conditions:

1. Cloud.gov will complete the migration of Federalist sites from Github Authentication to
Cloud.gov UAA by March 31, 2023.

2. GSA will develop a migration and authorization plan for GSA Federalist sites by February
28, 2023 and implement by September 30, 2023.

3. Cloud.gov will continue to provide operational support for sites covered under the
Federalist ATO until sites have been migrated and the Federalist system is disposed.

4. Cloud.gov will track the migration of all sites covered by Federalist ATO agreements, and
will dispose of the Federalist system by September 30, 2023; agreements and sites will
align to the following dates:

a. New agreements prior to April 1, 2023 may be covered under the Federalist ATO
until September 30, 2023
No new Federalist ATO agreements will be created after April 1, 2023
Federalist customers with existing agreements may maintain existing sites and
launch new sites under the agreement until September 30, 2023

APPROVED: CONCURRENCE:
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DocuSigned by: DocuSigned by:
W\/ X ‘ B bw(as
~——03ACB3C0854145C... ~—FD7179267T61544F ...
Bo Berlas
Authorizing Offidial Chief Information Security Officer

Copies of the authorization package are available for review at the GSA facilities in the
Washington, D.C. metropolitan area. If you have any questions or comments regarding this
authorization to operate, please contact the ISSO Support Division (IST) Director.
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ESIGN DISCLOSURES AND CONSENT

It is required by law to provide you with certain disclosures and information about the products,
Services or accounts you may receive or access in connection with your relationship with us
('Required Information’). With your consent, we can deliver Required Information to you by a)
displaying or delivering the Required Information electronically; and b) requesting that you print
or download the Required Information and retain it for your records.

This notice contains important information that you are entitled to receive before you consent to
electronic delivery of Required Information. Your consent also permits the general use of
electronic records and electronic signatures in connection with the Required Information.

In accordance with the Electronic Signatures in Global and National Commerce Act (E-Sign

Act), | recognize that my eSignature (Electronic or Digital Signature) shall be given the same
legal status as a signature made with a pen. I further recognize that the eSignature may not be
denied legal effect, validity, or enforceability solely because it is in electronic form. I hereby
consent to the use of eSignature.

After you have read this information, if you agree to receive Required Information from us
electronically, and if you agree to the general use of electronic records and electronic signatures
in connection with our relationship, please click the 'l ACCEPT' button below.

Statement of electronic disclosures:

You may request to receive Required Information on paper, but if you do not consent to
electronic delivery of Required Information, we cannot proceed with the acceptance and
processing to create a relationship with you in connection to the products, services or account.

If you consent to electronic delivery of Required Information, you may withdraw that consent at
any time. However, if you withdraw your consent we will not be able to continue processing to
create a relationship with you in connection to the products, services or account.

If you consent to electronic disclosures, that consent applies to all Required Information we give
you or receive from you in connection with our relationship and the associated notices,
disclosures, and other documents.

You agree to print out or download Required Information when we advise you to do so and keep
it for your records. If you are unable to print or download any Required Information, you may
call us and request paper copies. If you need to update your e-mail address or other contact
information with us, you may do so by calling us and requesting the necessary updates.

If you wish to withdraw your consent to electronic disclosures, you may do so by calling us and
requesting withdrawal of consent. After consenting to receive and deliver Required Information
electronically, you may request a paper copy of the Required Information by calling us.



If you do not have the required software and/or hardware, or if you do not wish to use electronic
records and signatures for any other reason, you can request paper copies of the Required
Information to be sent to you by calling us.

Your consent does not mean that we must provide the Required Information electronically. We
may to, at our option, deliver Required Information on paper. We may also require that certain
communications from you be delivered to us on paper at a specified address.

I have read the information about the use of electronic records, disclosures, notices, and e--
mail, and consent to the use of electronic records for the delivery of Required Information
in connection with our relationship. | have been able to view this information using my
computer and software. | have an account with an internet service provider, and | am able
to send e-mail and receive e-mail with hyperlinks to websites and attached files. I also
consent to the use of electronic records and electronic signatures in place of written
documents and handwritten signatures.
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